
            4-10    Personnel Security Process:  General 

Concepts       

Ideally, a person should not have a history of any of the following 13 activities and conditions, 
although a particular "involvement" will not necessarily be a basis for denial of clearance. 

Personnel Security Clearance
*Eligibility Criteria*

Guideline A: Allegiance to the United States 
The Concern:  An individual must be of 
unquestioned allegiance to the United States.  
The willingness to safeguard classified 
information is in doubt if there is any reason to 
suspect an individual's allegiance to the United 
States.  

Guideline B: Foreign Influence  
The Concern: Foreign contacts and interests may 
be a security concern if the individual has divided 
loyalties or for financial interests, may be 
manipulated or induced to help a foreign person, 
group, organization, or government in a way that 
is not in U.S. interests, or is vulnerable to 
pressure or coercion by any foreign interest.   

Guideline C: Foreign Preference  
The Concern: When an individual acts in such a 
way as to indicate a preference for a foreign 
country over the United States, then he or she 
may be prone to provide information or make 
decisions that are harmful to the interests of the 
United States.  

Guideline D: Sexual Behavior  
The Concern: Sexual behavior that involves a 
criminal offense, indicates a personality or 
emotional disorder, reflects lack of judgment or 
discretion, or which may subject the individual to 
undue influence or coercion, exploitation, or 
duress can raise questions about an individual’s 
reliability, trustworthiness and ability to protect 
classified information.  No adverse inference 
concerning the standards in this Guideline may be 
raised solely on the basis of the sexual orientation 
of the individual. 

Guideline E: Personal Conduct  
The Concern: Conduct involving questionable 
judgment, lack of candor, dishonesty, or 
unwillingness to comply with rules and regulations 
can raise questions about an individual’s 
reliability, trustworthiness and ability to protect 
classified information.  Of special interest is any 
failure to provide truthful and candid answer 
during the security clearance process or any other 
failure to cooperate with the security clearance 
process. 

Guideline F: Financial Considerations  
The Concern: Failure or inability to live within 
one’s means, satisfy debts, and meet financial 
obligations may indicate poor self-control,  lack of 
judgment, or unwillingness to abide by rules and 
regulations, all of which can raise questions about 
an individual’s reliability, trustworthiness and 
ability to protect classified information.  An 
individual who is financially overextended is at risk 
of having to engage in illegal acts to generate 
funds.  Compulsive gambling is a concern as it 
may lead to financial crimes including espionage.  
Affluence that cannot be explained by known 
sources of income is also a security concern.  It 
may indicate proceeds from financially profitable 
criminal acts. 

Guideline G: Alcohol Consumption  
The Concern: Excessive alcohol consumption 
often leads to the exercise of questionable 
judgment, unreliability, failure to control impulses, 
and increases the risk of unauthorized disclosure 
of classified information due to carelessness. 

Guideline H: Drug Involvement  
The Concern: Use of an illegal drug or misuse of 
a prescription drug can raise questions about an 
individual’s reliability and trustworthiness, both 
because it may impair judgment and because it 
raises questions about a person’s ability or 
willingness to comply with laws rules, and 
regulations.

Guideline I: Psychological Conditions  
The Concern: Certain emotional, mental, and 
personality conditions can impair judgment, 
reliability, or trustworthiness.  A formal diagnosis 
of a disorder is not required for there to be a 
concern under this guideline.  A duly qualified 
mental health professional (e.g., clinical 
psychologist or psychiatrist) employed by, or 
acceptable to and approved by the U.S. 
Government, should be consulted when 
evaluating potentially disqualifying and mitigating 
information under this guideline.  No negative 
inference concerning the standards in this 
Guideline may be raised solely on the basis of 
seeking mental health counseling. 
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Personnel Security Clearance
*Eligibility Criteria*

Guideline J: Criminal Conduct  
The Concern: Criminal activity creates doubt 
about a person’s judgment, reliability, and 
trustworthiness.  By its very nature, it calls into 
question a person’s ability or willingness to 
comply with laws, rules and regulations. 

Guideline K: Handling Protected Information  
The Concern: Deliberate or negligent failure to 
comply with rules and regulations for protecting 
classified or other sensitive information raises 
doubt about an individual’s trustworthiness, 
judgment, reliability or willingness and ability to 
safeguard such information, and is a serious 
security concern.  

Guideline L: Outside activities  
The Concern: Involvement in certain types of 
outside employment or activities is of security 
concern if it poses a conflict of interest with an 
individual’s security responsibilities and could 
create an increased risk of unauthorized 
disclosure of classified information. 

Guideline M: Use of Information Technology 
Systems 
The Concern: Noncompliance with rules, 
procedures, guidelines or regulations pertaining 
to information technology systems may raise 
security concerns about an individual’s reliability 
and trustworthiness, calling into question the 
willingness or ability to properly protect sensitive 
systems, networks, and information. 


